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Many Types and Uses of Communications for Transportation

A Centerto-Center Communications ﬁZG /3G /4G
Fiber

) A Internet
ABack Office Communications A Satellite

A Center to Field Communications

AMachineto-Machine communications:

_ _ _ A Tailored Broadcast Wi-Fi
Vehicleto-Vehicle (V2V) Crash Avoidance A Tailored Broadcast

Vehicleto-Infrastructure (V2l, i.e., Signal Priority, Cellular

Weather, Emergency Response, etc.)
Vehicleto Everything (V2Xj.e., portable deviceSZ X
for pedestrians (vehicko-pedestrian, V2P) or s ' :
vulnerable road users.
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A Cooperative automated vehicle maneuvering

A Notify Automated vehicles of approaching police and emergency vehicles

A Send wireless notifications of traffic signal and other roadside messages to enhance
situational awareness for automated vehicles

A And other new and innovative features and applications
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Dedicated Band Plan5.9 GHz Safety Band Spectrum in Use Toc

5.850 GHz 5.925 GHz
CH 183
CH 175 CH 181
5850-5855 CH 172 CH 174 CH 176 CH 178 CH 180 CH 182 CH 184
reserve Service Service Service Service Service Service Service
5 MHz 10 MHz 10 MHz 10 MHz 10 MHz 10 MHz 10 MHz 10 MHz

Critical Spectrum Requirements

Interoperability

Tailored Communications Security

A V2Xmessages are trusted and
SI OK 2 KSNJ authenticatable

A All makes and models of devices can
dKSI NE

A Low Latency

A NonNetworked no association time
A Channel Access

A Information Age AnterpacketGap

A < 90% Packet Completion Rate
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Test Is Key to Talloring

@ v2x Transmitting Vehicles (TX) )

@D v2x Mobile probes/ Receiving Vehicle (RX)

UNII-4 802.11ac Access Point

Sniffers/ Data Collectors

RSU (TX and RX)

WiFi AP
i

WiFi Clients

_________________________________________

UNII-4 802.11ac Client Device in use
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Start of test track

— - =i BLUE: Interference Range—UNII-4
"i devices cannot detect Vv2X , but v2x : ;
i devices experiencing interference

Red: Detection Range—UNII-4 devices
should detect v2x:
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Moving Toward Zerelrust

SIMPLIFIED SCMS ARCHITECTURE DESIGN

Root CA

AHighly Tailored Form of Security

IEEE 1609.2 Credentmlsery low overhead to
support authentication from nearby vehicles,
infrastructure, and devices up to 10x per
second

Service Specific Permissions

Security Credential Management System
(SCMS)

AMisbehavior Detection

Locat devices detect malicious behavior (i.e.,

spoofing) or failing devices and do not
authenticate messages and report problem
certificates to local devices

Globat devices report to SCMS which can
revoke certificates
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Intermediate
CA

Misbehavior
Authority

Pseudonym
CA

Location
Obscurer Proxy

A Strong Privacy Protection
Randomization of credentials

Changeout at a minimum of 5 minutes /
refresh batches every few weeks or months
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Key Performance Metrics Questions

Testing will examine critical, edge use cases involving 250 devices on a test track with vehicles movi
a high speeds and will address the following guestions:

ADoes LTEV2X conclusively support crashminent safety applications in nemetwork connected
V2V mode?

AWhat is required to prevent interference:
Within and between LTEV2X channels?
Between LTE-V2X and DSRC devices operating on the same channel?
Between LTE-V2X and DSRC channels?

AAre there LTEV2X performance gaps in high device density scenarios?

AAt what level is interoperability possible between ¥F#2X and DSRC or among devices from
different LTECV2X vendors?

AAre the laboratory results able to be validated through figlsting?
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Background: What are V2X Communications?

AVehicleto-Everything (V2X) technology is
direct, deviceto-device wireless messaging
between vehicles, infrastructure and mobile
devices and uses 75 MHz of spectrum
located at 5.9 GHz (termed the Safety Band) to
support safety communications.

ADirect communications between devices (no
cell tower needed).

AMachineto-Machine communications:
Vehicleto-Vehicle or V2V

Vehicleto-Infrastructure or V2I

Vehicleto Everything (V2X) i.e., portable devices for |
pedestrians (vehicléo-pedestrian, V2P) or vulnerable [
road users.
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Infrastructure and Vehicle Density
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